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Abstract

Kernel space represents unforgiving but lucid environment.
It is a great environment where we can compare various com-
peting language-based approaches for improving robustness
of software systems. We can compare elegance of chosen
security models, the size of the trusted computing base, per-
formance penalty (or boost). We have decided to take object-
capability security model and set it to work for ensuring ro-
bustness of the kernel with the hope to observe and compare
various relevant software qualities. We describe relationship
between programming languages and object-capability se-
curity model. We identify limitations of this approach and
propose a solution that overcomes those limitations.

Categories and Subject Descriptors F.3.2 [Logics and
meanings of programs]: Semantics of programming
languages—Process models

General Terms Design, Experimentation, Languages, Reli-
ability

Keywords denial of service attacks, memory management,
pi-calculus, asynchronous message-passing

1. Introduction

Currently, the society depends on inherently fragile software
systems. These systems are:

e as reliable as their least reliable component,

e as secure as their most severe security flaw,

e as safe as their most malicious component.
This fragility can be recognized at various levels:

® operating system kernel,

e whole user-space desktop,

¢ individual user-space software system.

[Copyright notice will appear here once ’preprint’ option is removed.]
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A bug or a malicious code in any driver can have arbitrary
effect on the whole system. A bug or a malicious code, in any
application we run, can have arbitrary effect on the whole
user’s account. A bug or a malicious code in any component
of an application can have arbitrary effect on the whole
application or the whole user’s account.

Concerning building robust user-space software systems,
we can rely on the object-capability security model [10]
directly supported by object-capability programming lan-
guages. Then, our effort to enforce security policies over
untrusted subsystems can rely on the following axioms:

e Capabilities to object{] are not forgeable.

e Subjects can work only with those objects to which they
have a capability.

e A subject can have or get a capability to an object only by:
initial conditions, parenthood, introduction and endow-
ment as stated by Miller [10].

Often, when some software system starts, some subjects
inherently have access to other objects. This phenomenon
is called connectivity by initial conditions. It can be usually
inferred directly from the source code at compile time simply
taking into consideration statical scoping rules. If one subject
creates an object, it is automatically given a capability to it.
This phenomenon is called connectivity by parenthood. 1t is
closely related to calling constructors of objects. Connectivity
by introduction refers to a possibility to pass capability to
an object in a message to other object. Connectivity by
endowment is related to abstractions as they are understood
in the context of the lambda-calculus or the pi-calculus.
Abstractions can refer (with their free variables) to any object
that is visible in the context where we literally construct
them and abstractions will continue to refer to those objects
regardless of the position from which we ultimately invoke
them.

Object-capability programming languages enable us to
create robust (user-space or kernel-space) software systems.
Various experimental programming languages support this
kind of software composition: E [[10] (an object-capability

' The terms subject and object are here used in concord with the standard
security literature. Subjects are active entities that, during their lifetime, may
try to perform various (supported) operations with objects. These operations
are allowed or denied with respect to permissions a given subject possesses.
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language by design), Joe-E [9]] (retrofitted Java), Emily [18]
(retrofitted Ocaml), Caja (retrofitted JavaScript [1]). Here, by
retrofitting we mean making sure that there are no ways how
could one violate the object-capability security mode

There are various degrees of robustness [10]]. The two
most interesting degrees of robustness are:

e defensive consistency (weaker form of robustness),
e defensive correctness (stronger form of robustness).

The first form of robustness is directly connected with exist-
ing object-capability languages because they support it by
design. The stronger form of robustness is envisioned, but no
programming language actually supports it yet.

In the paper, we describe differences between these two
forms of robustness—why defensive correctness is more
desirable than mere defensive consistency. We demonstrate
what kind of obvious problems are not addressed by current
object-capability programming languages. In a context of a
chosen object-capability programming language we propose
a solution.

2. Defensively consistent processes

We say that a given algorithm is partially correct if it
never returns incorrect result. It is possible to generalize this
property also for processes. We can say that a given procesﬂ
is defensively consistent [10] if it never interacts with its
environment in an incorrect way.

There are platforms where it is possible to determine possi-
ble interaction of processes. One of them is pi-calculus. Each
process can interact with other processes only by message-
passing over channels designated by its free variables. Then,
knowing something about channels used by a process, we can
determine how a given process can influence its environment.
This is called authorinf] of this process.

Frequently, we do not prove that given untrusted process
is defensively consistent; we simply conjecture that it is. This
conjecture may be supported by code review, testing, non-
existence of counter-examples, non-existence of successful
attacks despite our public promise to pay bounties for them.
This risk may still be completely acceptable if we follow prin-
ciple of least authority (POLA). Then, even if our conjecture
were false, the untrusted process would not be able to cause
more than acceptable and/or unavoidable amount of damage.

3. Security audit of an untrusted process

Figure[I] shows a structure of a very simple kernel-space soft-
ware system composed from frusted and untrusted processes.
Trusted processes are allowed to inline arbitrary C code.

2 Capability community sometimes refers to this process as taming.

3 A process can play a role of a server in a client-server system or a peer in a
peer-to-peer system.

4 Despite the fact that mainstream uses the term privilege, we use the term
authority. The former term is not defined sufficiently clearly and correctly to
be useful. Consequently, principle of least privilege (POLP) is useless too.
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Therefore, they belong to the trusted computing base. Un-
trusted processes are not allowed to inline arbitrary C code.
Untrusted processes are outside trusted computing base be-
cause authority of these processes—how can they interact
with the environment—can be easily determined. Every un-
trusted process can interact with its environment only via
channels designated by its free variables. If we consider val-
ues of these free variables in the original context, we can
determine what channels interconnect given process with its
context. Taking into account other processes interacting on
those channels, we can determine how can our process affect
its environment.

For example, the Timer process in Figure|l|can receive
messages from two channels and send messages to three other
channels. Let us focus on those three channels to which it can
send messages. With respect to the behavior of processes that
listen to those channels, the Timer process has the authority:

e to add itself as an observer of IRQ 1

e to write any byte to I/O port 0x40

e to write any byte to I/O port 0x43
This enables us to make a qualified decision whether we are
willing to run a given untrusted code with this authority or not.
Processes that require excess authority can be rejected. In case
of platforms which enable programmers to obey principle

of least authority without functional compromises, excess
authority of untrusted processes is unacceptable.

4. Defensively correct processes

We say that a given algorithm is fotally correct if:

e it is partially correct (safety property)

e and if it terminates (liveness property)

It is possible to generalize this property also for processes.
We can say that a given process is defensively correct [10] if:

e it is defensively consistent (safety property)

e and itis responsivef] (liveness property).

If we understand what is defensive correctness, we can often
notice that the platform one has chosen is incapable of
supporting it. Sometimes one can improve it. This has already
happened a few times mostly with platforms that support
synchronous message-passing. For example Minix developers
realized that they must change the IPC primitives [2]].

There are at least two reasonable ways how we can build
a robust operating system kernel:

e we can adhere to microkernel architecture

e or we can take advantage of programming languages.

5 We say that a subsystem is responsive if it is not possible to write a client
that can force given process to stop providing services for the other well-
behaving clients.
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Figure 1. An example of a software system composed from multiple processes. Each of these processes follows principle of
least authority. Untrusted processes are started in a sandbox and we judiciously choose what kind of additional capabilities we
send them. This is determined at design time by informed designer. They can be reviewed by trusted auditor. An uninformed
user is not expected to make any such decisions himself. All the untrusted processes thus have sufficient authority to be able
to provide expected services. Excess authority is avoided by creation of proxy processes that are placed between clients and
servers. They appropriately confine the original powerful services to a level that is sufficient for a given client.

In the first case, we can use any programming language and
we can take advantages of security mechanisms provided by
microprocessor designers. In the second case, we dismiss
security mechanisms provided by microprocessor designers
and we rely on security mechanisms provided by the pro-
gramming language. The quality of instances of these two
approaches can be commonly measured also by the size of
the trusted computing base (TCB). Minix [19] represents an
instance of the first approach. Its trusted computing base is at
least 17 000 lines of codeﬂ Singularity [3] represents the sec-
ond approach. Its trusted computing base has at least 150 000
lines of codd]

A good choice for building robust operating system is
the Pict programming language [11]]. Like Java and C#, it
provides memory safenf)| that eliminates certain classes of
errors in untrusted code. Memory safety is provided by Pict
at a lower price:

o jts runtime fits in 800 lines of C code

e its compiler fits in 7000 lines of Ocaml code

61t is formed at least by the microkernel, the process manager and libraries
linked with the process manager.

71t is formed by hardware abstraction layer, memory manager, metadata
manager, loader, scheduler, channel manager, I/O manager, security manager,
MSIL code translators, see Figure 2 in [4].

8 Memory safety is sometimes confusingly referred to as managed code.
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This was achieved by choosing reasonable core language and
defining higher level language constructs as a syntactic sugar
that is mapped to the core language. Several concepts that
are, in different languages, separate are here expressed as a
different combination of the same set of orthogonal concepts
available in the core language. This simplifies the compiler
as well as the runtime of the language. Syntactic sugar does
not make the language more expressive but it makes it easier
to use.

In addition to plain memory safety, Pict programming lan-
guage can be easily retrofitted [5] to provide much more
interesting feature—the object-capability security model par-
tially sketched in Section[T} It directly enables us to confine
authority of untrusted processes to a level at which they can
still provide expected services but they cannot interact with
their environment in an undesired way. In short, we are able
to build defensively consistent software systems with a small
trusted computing base.

Unfortunately, this is only partially satisfactory. Neither
Pict, nor any other object-capability programming language
alone, enables us to build defensively correct software sys-
tems. We must modestly admit that these languages are too
weak. For Pict, we demonstrate these weaknesses in the next
section. In the rest of the paper, we propose essential and
sufficient changes in the syntax and the semantics of the
Pict programming language that will enable us to use it for
building defensively correct software systems.
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5. Weaknesses of the Pict programming
language
Denial-of-service attacks in this section demonstrate certain
inherent weaknesses of the Pict programming language.
We demonstrate these weaknesses in a context of a simple
operating system whose structure is shown in Figure[l}
There is a dissonance between abstract definition of the
Pict programming language described in [[14] and the actual
implementation of the compiler and the runtime of this
language. According to the abstract definition, process terms
can grow to arbitrary size. It is not possible to represent
such terms in computers with bounded memory. Thus, it is
not surprising that the abstract definition of the language
faithfully describes behavior of real systems only up to the
point where real systems fit into the available memory. At
the point when no more reductions can be performed due to
lack of memory, the real implementation must deviate from
the abstract definition. In our case, the Pict runtime does the
most intelligent action it can in this case do: it prints relevant
runtime error message and it shuts the whole system down.
If all untrusted processes can grow to arbitrary size then
all untrusted processes have the authority to shut the whole
system down. This is in conflict with our goal to use Pict pro-
gramming language for building defensively correct software
systems.

5.1 A denial-of-service (DoS) attack: a wabbit

If some process acts as a wabbit:

def wabbit [] = ( wabbit![] | wabbit![] )
run wabbit! []

then it quickly exhausts all the available free memory. The
runtime can trivially recognize, that the system as a whole
needs more memory then it is currently available in order to
perform intended reduction. However, the runtime is unable
to determine which particular subsystem uses excess memory
because it is unable to recognize these subsystems.

The platform should thus enable programmer to put every
untrusted process to a separate memory domain with its own
memory quota. It is up to the programmer to judiciously
create one domain for each untrusted process. The platform
will then ensure fair memory accounting. That is, if some
subject from domain creates some new object, then the newly
created object will belong to the same domain as its creator.
If this rule holds transitively, offending memory domains
will manifest themselves by exceeding their memory quota.
These kinds of attacks can be trivially identified and all the
objects belonging to the corresponding domain can be deleted.
This may disable some functionality. We can later investigate
precise reasons why given domain exceeds memory and fix
that. In the meantime, unrelated processes will be able to
continue.
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5.2 A DoS attack: a spammer

We say that a given domain behaves as a spammer if it sends
excess messages to a channel ch owned by another domain.

def spammer [] = ( ch![] | spammer![] )
run spammer! []

These messages, until they are processed, must be stored
somewhere. Spammers can prevent progress by depleting
available free space. To be able to efficiently defend the rest
of the system from spammer-like behaviors we must update
the platform to ensure that sent messages are accounted to (the
domain of) senders. That is, we must change the semantics
of the message-send operations.

As aresult, if some domain contains a spammer process,
it will then manifest itself by exceeding its memory quota.
The runtime will be able to recognize this and delete such
domain. This will enable progress of other processes if they
are independent from the deleted domain.

5.3 A DoS attack: a hostile client

Suppose that we ubiquitously change the semantics of the
messagesend as we indicated in the previous section—i.e.
sent messages are always accounted to the sender. According
to Figure[I] ClockMorph can invoke Timers services. Timer
enables its clients to schedule periodic sending of messages
to a designated channel with a specified period. All such
messages autonomously sent by Timer will be accounted
to the Timer. The Timer is thus vulnerable to its clients
because if some hostile client decides not to consume those
sent messages then it can cause Timer to exceed its memory
limit.

This vulnerability can be straightforwardly eliminated
with two variants of the send operation:

e regular send operation where the sent message is ac-
counted to the sender,

e and so called donating send operation where the sent
message is accounted to the receiver.

With these two kinds of send operations we have a complete
set of mechanisms required for building defensively correct
software systems. Clients will be given the permission to
invoke services of servers via regular sends. If servers are
expected to autonomously contact clients, then clients will be
oblige(ﬂ to grant servers the permission to perform donating
send to the some designated channel.

These attacks played a key role during formulating exact
semantics of the updated version of the programming lan-
guage. By the claim: “given language enables us to achieve
defensive correctness” we meant that we have considered
various scenarios:

e what services servers might want to provide,

9 There are ways how to check fulfillment of this obligation both, statically
at compile-time as well as dynamically at run-time.
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e what could clients try to do,

and whether in given case we would have enough mecha-
nisms to defend server from any kind of client. These and
other attacks are listed in Section 10.4.9 (Discussion) in the
documentation [7]].

5.4 Additional mechanisms

If a given platform supports the object-capability security
model introduced in Section [I] it can be used for building
defensively consistent software systems. If we want to build
defensively correct software systems, we must extend the
original object-capability security model in the following
way:

e We should be able to start untrusted subsystems in separate
domains and it should be possible to determine the amount
of memory consumed by each domain.

e For message-passing, two kinds of send operations are
necessary. In case of the regular send, the sent message is
accounted to the sender. In case of the donating send, the
sent message is accounted to the receiver.

We address defensive correctness in the presence of asyn-
chronous message-passing because it is the most expres-
sive means of communication. With asynchronous message-
passing (over channels) we can model all the other types of
communications: function calls, procedure calls, rendezvous
between two concurrent processes etc.

We ignore the problems related to deadlocks because they
are well covered elsewhere. In our experimental kernels [6]
we avoid deadlocks in a similar way how they are avoided
in Minix [[19]. Clients and servers form partial order which
defines allowed invocation of services via synchronous ren-
dezvous. Asynchronous message-passing is allowed in any
direction. This approach is strong enough to avoid deadlock
and liberal enough to enable us to write a complete operating
system kernel. If we needed true peer-to-peer architecture we
would probably have employ event-loop concurrency [[10].

6. The original programming language

Declared [[13] primary motivation of the Pict project was to
“design and implement a high-level concurrent programming
language purely in terms of the pi-calculus primitives. A
number of programming language designs have combined
pi-calculus-like constructs with a functional core language,
but none have gone so far as to take communication as a sole
means of computation.” The Pict language definition [14]
describes syntax of the language, extralinguistic features,
semantics of the core language, expansion of the syntactic
sugar constructs into the core language and the type system.
The semantics of the core language is defined in Section 13.4
by a small set of reduction rules. They are useful when
we want to understand the semantics of the core language
because they are concise and precise. As they are stated, they
cannot be directly efficiently implemented because:
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Proc = (O
id ! Val
id $ Val

idy 7 idy> = Proc

id1 ?* idy = Proc

( Procy | Procsy )
(newid : Type Proc)
(1im integer Proc)
(ccode integer string)

Value = [
| id
Type = [
|  P.Type where PC {7,!,$}

Figure 2. Syntax of the core language.

e they rely on the human creativity to find out proper
structurally congruent terms in order to enable reduction

¢ and they rely on operations such as variable substitution
in process terms that cannot be efficiently implemented.

To fix this, Turner in his thesis [20] gradually refines the
original set of reduction rules in several steps to a final set
of reduction rules that is simulated by the original set of re-
duction rules and which can be efficiently implemented. The
proposed abstract machine and reduction rules are described
in Section 7.11 in his thesis. Pierce and Turner implemented a
compiler and a runtime for this language. Reorganization [3]]
of its standard library [12] and few additional simple restric-
tions enable us to use this language for building defensively
consistent software systems [0, 8]]. Section E] demonstrates
weaknesses of the original language. It demonstrates that the
original language cannot be used for creating defensively
correct software systems. We consider particular attacks de-
scribed in Section [5]in this paper as well as various other
attacks we have considered elsewhere (Section 10.4.8 in [[7])
as a motivation for the revised version of the language.

7. Revised programming language

Updated definition of the Pict programming language cannot
fit in this document but we can describe semantics of the
proposed additions on a subset of the original Pict program-
ming language. The chosen subset of the Pict programming
language is expressive enough to enable us to model orig-
inal problems we are trying to address with new language
constructs that we add to the language.

7.1 Grammar
Syntax of the language is captured in Figure[2]

Null process () has no observable behavior.
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Output process id ! Val writes a given value Val to a channel
designated by capability bound in variable id. Here id is a
token class of all the legal variable names (identifiers) such x,
y, z etc.

Donor output process id $ Val writes a given value Val to a
channel designated by capability bound in variable id. Values
queued to channels with ordinary output action are accounted
to senders. Values queued to channels with donor output
action are accounted to owner of the designated channel.

Input process id; ? ida = Proc reads a value from a channel
designated by capability bound in variable id;. Received
value is bound to variable ids. If no value is currently
available in the channel, input process blocks until some
is available. Then it behaves as a given continuation Proc.

One replicated input process id; 7* ido = Proc is equivalent
to infinite number of ordinary input processes composed in
parallel. This primitive construct can be used to define mean-
ing of a convenient but semantically complicated def con-
struct available in the original Pict programming language.

Composition of processes ( Procy | Procs ) enables process
Procy and Proc, to communicate via channels to which they
both have access because they hold appropriate capabilities.

(new id : Type Proc ) creates a new channel of a given Type
and binds capability designating this new channel to variable
id. The whole process then behaves as a given continuation
Proc.

(1im integer Proc) will execute process Proc in a new trust
domain with a specified memory quota. It may for example
mean: number of 32-bit words a given domain is allowed to
allocate from the common heap shared by all domains.

Behavior of the primitive process (ccode integer string) is
determined by inlined C code delimited by two @ signs. In
practice, this construct is essential to enable interaction of the
system with its environment (e.g. different regions of memory,
various I/O ports etc.). However, the ccode construct should
not be available in untrusted processes because it would
enable them to circumvent the object-capability security
model.

All literals and all variables in our language have a type.
We support only single basic type: unit type denoted as [].
It has a single value: unit value denoted as []. They are
denoted in the same way but from the context we can always
disambiguate them.

Our channel types are constructed from two components:
chosen permission rights P that determine which of the
three operations with a capability are allowed and Type that
determines the type of values that can be sent to and/or
received from the designated channel. Type can be either
unit type or again some channel type. Typing and subtyping
rules can be specified rigorously, but in this text we describe
them only very briefly. Our type system is an extension of
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i/o types defined in [13]]. In addition to input and output
permissions we recognize also donor output permission. Very
shortly, if we have a capability x of type P.Type then:

® a subject can perform the input operation on x only if
?ecP

¢ a subject can perform the output operation on x only if
leP

e a subject can perform the donor output operation on x
onlyif $ € P

It is often very useful to be able to drop various permissions

granted by a capability before handing it over to an untrusted

party. This, attenuation of permissions, is enabled by sub-

typing rules shown in Figure [3] The type of any value can

be freely promoted to any of its supertypes. New capabil-
Top={}

18} {7}

{!,8} {7,1}

Bottom={7,!,$}

Figure 3. Subtyping on the surface relationship defined via
Hasse’s diagram.

ities created by promotion designate the same channel but
enable their holders to perform only a subset of the original
operations.

7.2 Free variables

The fv(p) function returns the set of all free variables of
a given process term p. This function is used by our reduction
rules. We provide recursive definition over abstract syntax
tree.

tvO) ¥ o

fv((p1lp2)) = v(ps) Uv(po)
fv(idlv) ' {id} U fwv(v)
fv(id$v) ' fv(id!v)

E {id} U (tv(p) \ {id2})
= fv(id;?idy=p)

fV(ld17ld2=p)
fV(ld17*1d2=p)

fv((new id:t p)) = fv(p)\ {id}
)

fv((lim n p)) = fv(p)
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The auxiliary fvv(v) function returns the set of free variables
in a given value v:

fww(ll) = o
fvv(id) ¥ {id}

7.3 Abstract machine

David N. Turner in his PhD thesis [20]] describes imple-
mentable abstract machine for a useful subset of the pi-
calculus. It is a final link in a sequence of abstract machines.
With each step his abstract machine is closer to an efficient
implementation.

We try to achieve our goal (enabling memory accountabil-
ity) by taking Turner’s abstract machine and making yet an-
other refinement. The modified abstract machine is described
in this section. Our refinement makes the whole abstract ma-
chine more complex but in an important aspect it is also more
useful.

Our abstract machine has higher number of reduction rules
than Turner’s because:

e We had to define semantics of the new (1im n p) con-
struct.

¢ In addition to existing channel states we introduce a new
channel state called sink. It is denoted as ®. This adds one
whole line to Table[Il

¢ In addition to existing communication primitives we
introduce a new one that is called donor output. It is
denoted as $. This adds one whole column to Table

e In our version of reduction rules we designate the owner
of all newly created objects with respect to owners of
already existing objects that interact in a given reduction
rule.

Let Domains be a set of all domains of trust that can be
created with the 1im construct. Let Identifiers be all variable
identifiers that can occur in programs. Let Values be the set
of all values to which variables can be bound. It contains a
unit value (denoted as [1) and Capabilities to channels. Let
Channels denote a set of channels that can be constructed as
described in Section[7.3l

7.4 Domain variables
Reduction rules of our abstract machine define:

e what action should be performed in various different
situations,

® how will system’s state change when we perform that
action,

e to which domain will belong newly created objects.

In this section we describe how do we denote owners of
objects.
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In our reduction rules, we bind domain variables to do-
mains of existing objects that take part in the reduction. We
use those variables to assign ownership of newly created ob-
jects. Let us explain the notation. In the following expression:

- (&4
object;

domain variable « is bound to the domain to which object;
belongs. Similarly, in the following expression:

- w
object,

domain variable w is bound to the domain to which object,
belongs. Different domain variables can be (by coincidence)
bound to the same domain. In general, different domain
variables are bound to different domains.

There are many situations in which objects belong to some
domain but we do not want to bind any new domain variable
because the domain of that object is irrelevant. In this case
we decorate this object with a simple line:

objects

We do not omit the line completely because it consistently
reminds us that object, also belongs to some domain.

Domain variables are always bound to values taken from
the Domains set.

7.5 Asynchronous channel queues

Asynchronous channel may be in one of the following five
states:

® An empty channel: o

e A sequence of writers: vy ... 1 1y,
Individual values v; were sent by some processes to this
channel and can be read from it.

¢ A sequence of non-replicated readers:

(E1,?7x1=p1) = ... = (Ep, ?%p=Pn)

Single reader is denoted as (E, ?x=p) where E is an
environment capturing binding of all free variables of
p, and p is a process term that is executed if this reader
indeed receives some value. Received value is bound to
variable x. Non-replicated reader is always removed from
the channel if it receives a value.

e A single replicated reader: (E, 7*x=p).
Here E is an environment capturing binding of its free
variables of p, and p is a process term that is executed if
this reader indeed receives some value. Received value is
bound to variable x. Replicated reader is never removed
from the channel if it receives a value.

® asink
(denoted as ®)
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Existing channels may be turned into sink by the kill opera-
tion. This special channel state does not exist in the original
Pict programming language implementation. Any value sent
to a sink channel is thrown away instead of queuing in the
channel. All readers that try to read from a sink channel can
be thrown away because no value can be ever received from
a sink. Channels of particular type are here denoted in the
following way:

(63
—

C = o
| '71/17:
| ®

All elements of the Channel set can be constructed this way.
We track owner of the whole channel as well as owners of
particular readers or writers queued in the channel.

7.6 Environments

Environments map variable names to the corresponding
values. We can model them as functions with the following
type:

Identifiers — Values
We can write environments literally as
{x1—=v1,...,x = v}

7.7 Machine state

Machine state is a triple (Q, H, R). Here Q maps particular
domains to their corresponding memory quotas. We can
model it as a function with the following type:

Domains — N

H represents so called heap. It maps capabilities to channels.
We can model it by an injective function with the following
type:

Capabilities — Channels

R is so called run queue. It is a sequence of thread contexts

(E;, pi) where E; is an environment mapping free variables
of the process term p to corresponding values. We write run
queue as follows:

R 1= o
| (E1,p1) == (E2,p2) it ...

Empty run queue is denoted as e.

(En, Pn)

7.8 Operations with functions

Several important components of the abstract machine are
represented as functions. Different operations (function appli-
cation f(v), function override f © g, domain restriction S <1 f
and range restriction f [> S) are written in the Z notation [23]].
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7.9 Heap usage

Our compiler [7] converts all process terms into a set of
threads. By thread we mean a finite sequence of primitive
actions from a core language. How are particular process
terms broken into threads is defined by the reduction rules.
These threads can then at runtime invoke each other in a
way we cannot predict at compile time. However, since at
compile time we know exactly from what primitive actions
are particular threads composed, for every thread we can
compute the number of words it allocates from the heap
of free memory. We can define heap_usage function that
computes this number for a thread that corresponds to any
given process term p. The definition of this function is
dependent on internal representation of objects created during
execution of threads.

7.10 Reduction and thread
The following judgment

Q.H,R— Q' H'R

states that machine in state Q, H, R evolves into machine in
state Q’, H', R’. The transition happens after finite number of
actions (so called thread) defined by relation {.

Relation B

O.H,E,p,R || O, H",R
formally defines what is a thread. For every machine state
0, H, R and every thread context (E, p) it defines new state
Q' H',R’' after we execute the whole thread (i.e. all the

actions that can be performed until p either terminates or
blocks).

7.11 Reduction rules

To illustrate completeness of reduction rules, we can divide
them into two groups:

e rules in the first group are not directly related to message-
passing: [SCHED;| [SCHED,| [SCHED3] [L1m1] [L1m,]
andhese determine the scheduling policy,
the semantics of 1im construct, null process, parallel
composition of processes and what it means if we try
to create a new channel.

e rules in the second group are related to message-passing:
AOUT-Rl|AOUT-W||AOUT-R+} [AOUT-S|
ADOUT-R||/ADOUT-W|(ADOUT-R+,[ADOUT-S|
INP-R| [INP-W/| [INP-R | [INP-S|

REPL-E

Completeness of the first group is obvious. Completeness
of the second group can be checked with Table [l Which
particular rule is applicable depends on:

¢ the kind of operation we try to perform: ! (output), $
(donor-output), ? (input), 7* (replicated-input); there is
one column for each action

8 2009/10/27



channel currently intended action:
state xly x8$y X?y=p X7T*y=p
empty [AOUT-W| |JADOUT-W]| [INP-R| [REPL-EJ
writers [AOUT-W| |JADOUT-W| [INP-W| X
readers [AOUT-R| |ADOUT-R| [INP-R| X
repl. reader || |AOUT-R#{[ADOUT-R#|[INP-R#| X
sink [AOUT-S| |ADOUT-S| [INP-S| X

Table 1. Reduction rules related to reading from or writing
to channels in various states. Situations marked as x are
excluded.

e state of the channel: empty, containing some writers,
containing some non-replicated readers, containing a
single replicated reader or sink; there is one row for each
channel state.

Scheduler: The|SCHED:}|SCHED,| and [SCHEDs|rules de-
fine scheduling policy. Current scheduling policy is simple.
We always pick the first runnable thread from the run queue.

e If there is enough free space to run the chosen thread, we
simply run it (SCHED)).

e If there is not enough free space, we run the garbage
collector. If then there is enough space to run the chosen
thread, we run it (SCHEDa).

e If, after running the garbage collector, there is not enough
space, then there is no doubt that some of the domains
allocated (and retained) more memory than its memory
quota. We invoke the kill operation. It frees enough space.
Then we run the chosen thread (SCHED3)).

The heap_usage function was described in Section[7.9} The
free_space function returns the size of the remaining free
space. In our implementation [[7]] it has O(1) time complexity.

heap_usage(p) < free_space(H,R)
Q.H.E. p R | O \H'R

—

Q7H»(E>P) “R — QlaHlaR/

free_space(H,R) < heap_usage(p)

—_—

H' = garbage_collect(H, (E,p) :: R)

heap_usage(p) < free_space(H',R)

—

Q7H/7 (E’p) . R ‘U’ Q”,H”,RH

(6%

QvHa (E?p) tR — Q/I7HH’RH
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free_space(H,R) < heap_usage(p)
e
H' = garbage_collect(H, (E,p) :: R
1 (Ep) 28
free_space(H' | R) < heap_usage(p)

—_— —Q

(Q",H",(E,p") :: R") = kill(Q, H', (E, p) :: R)

(63

Ql/’[{/l7 (E, p//) . R// ‘U Q”I7HIN7R/N

—

Q7 H7 (Ea p) SR — Q,Na Hma Rm
Note that we do not have to check whether

heap _usage(p") < free_space(H" ,R")
holds immediately after kill is completed. The kill operation
itself ensures that this condition will be met.
Execution of threads: is the first of two rules that

—_—
defines behavior of the (1im p n) process. It handles a case
when the original domain « tries to create a new domain with

—_—
a larger quota then its own quota. In this case, the (1im p n)
process is simply ignored—it behaves as a null process.

g=0(a)—n

HE,(1im p n),R | O,H,R
p

qg<0

If some domain « rule tries to create a domain with a smaller
memory quota then its own, this operation succeeds. The
defines behavior of the abstract machine for this case.
New domain is created, memory quotas Q are updated and
process p is run in the new domain.

g=0Q(a) —n
0<gq
w is bound to a fresh domain

—w
0®{a—quw—n},HE p,R| Q H K

O,H,E, (lin p n),R | Q',H',R’

[N1L]rule is applied if we have to execute the null process. It
is discarded and has no effect on the state of the machine.

Q,H,E,O,R | Q,H,R

rule is applied if we have to execute a parallel com-
position (plq) of two processes p and q. Current thread
continues by executing first process p and then process g.
This is stricter but still consistent with the meaning of a paral-
lel composition of two pi-calculus processes. Both processes
are executed in the same domain to which original process
(plq) belonged.
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Q.H.E.p.R | Q' .H K
O H'E 7; R | Q".H" R"

[Pru

e —
Q,H,E,(ple) R || Q" H",R"

rule is applied if some process wants to create a new
channel. The new channel will belong to the same domain to
which belongs the creator process. Current thread continues
by execution of the process p in an enriched environment.

O.H®{cr o },E® {x—c}, p,R | Q H R

c is a fresh capability

O.H.E, (new x p),R | O/,H',R

rule says that if some process tries to receive a value
from the sink, that process is thrown away. That is plausible
because no value, ever, can be received from the sink.

E(x)=c H(c)=®

INP-S

O,H,E, x?y=p,R || O,H,R

rule says that if some process tries to receive a value
from a channel that already contains a replicated reader,
that process will be thrown away. Replicated reader simply
receives all the messages sent to this channel.

E(x)=c H(c) = (E, 7*z=p)

Q,H,E,x?y=p,R || O,H,R

INP-W|rule is applied if some process x?y=p is trying to
receive a value from a channel that already contains some
writer !v. In this case we have two reasonable options for
assigning ownership of the continuation p:

1. it may belong to the same domain as process x?y=p

2. or it may belong to the same domain as writer !v

The second option would make servers vulnerable to clients.
Clients invoke servers by sending messages to certain chan-
nels. Servers read these messages, perform appropriate ac-
tions and usually also reply back to clients. This rule deter-
mines which domain will own processes that are activated
when server handles a request. If we choose the second option,
then activated processes that handle client’s request would
be owned by client’s domain. This is not desirable because if
the client dies for some reason, the processes which work on
its behalf in the server will be killed. This may break invari-
ants in the server and may leave the server in a state when it
cannot serve other clients. We have therefore chosen the first
option. The death of the client will not disrupt completion of
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its former request. The result of the request is computed and
sent to the (sink) channel. The server is afterward ready to
serve other requests.

E(x)=c

H(c) = 1 ws INP-W|

O, H® {cr>ws},E® {y — v}, p,R I O H', R

—_—
Q.H.E.x?y=p.R | O/, H".K'

rule is applied if some process x?y=p tries to read
a value from a channel that already contains some blocked
non-replicated readers. It will block too and its owner domain
will not change. That means that the domain that added a
new non-replicated reader to the channel will be billed for
the space that that reader occupies—regardless of who owns
the channel. The F environment contains only those bindings
from E that are relevant for process p (values of its free
variables). The fv(p) function is defined in Section

F={vp)\{y})<E [

W
- &

—_—
Q.H,E,x?y=p,R || Q. H& {c > rs:: (F,?y=p)},R

[AOUT-S|and ]ADOUT-S| rules are applied if some process
tries to send a value to a sink channel. In both cases the value
written to the sink channel is discarded.

E(x) =c H(c)=®

Q7H7E)X!Z7R U/ Q’H7R

E(x)=c Hic)=®
—
Q,H,E,x$z,R || Q,H,R

If some writer x$z or x!z is trying to write a value to a
channel that contains a non-replicated reader (F, 7y=p) then
the reader is resumed and it will be moved from the channel
at the end of the run queue. The environment of the reader is
enriched with the received value. Concerning the owner of the
resumed process, two reasonable policies can be considered:

1. resumed process should be owned by reader’s domain

2. resumed process should be owned by writer’s domain

If we consider client-server scenario described in connection
with reduction rule|INP-R| we must choose the first option.
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E(x)=c H(c) = (F, ?y=pc)y s

AOUT-R|

O.H.Ex'z,R | QH®{c— rs},
R: (F&{y— E(z)},p)

E(x)=c H(c) = (F, '?y=pc)Y s

ADOUT-R|

O.HEx$zR |} Q.H& {c— rs},
R: (F®{yw~ E(z)},p)

If some writer x!z tries to write a value to a channel that
already contains some writers, it is appended at the end of the
channel queue. Concerning the owner of the appended writer,
there are two plausible policies:

1. writer should be owned by the same domain that sent a
given value to a the channel

2. writer should be owned by the same domain that owns the
channel

Both policies are plausible in different situations. The pro-
grammer can choose one or the other policy (if type system
permits) explicitly by performing either ordinary output ac-
tion x !z or donor output action x$z. Each is handled by one
of the following two separate reduction rules:

—w

E(x)=c H(c) = ws

AOUT-W|

W

Q,H,E,;;,R J O, H® {c+— ws: !E(zst},R

—w

E(x)=c H(c) = ws

ADOUT-W,

w

0.H,E,x$z,R || O,H® {c— ws = 1E(z) },R

rule applies if some replicated reader tries to read
from (i.e. listen to) some channel. The language properties
enable us to omit certain checks. We in advance know that
the channel must be owned by the same domain to which
replicated reader belongs and we in advance know that the
channel is empty.

E(x)=c F=1tv(p)<E

If some writer tries to write a value to a channel that contains
a replicated reader then the resumed reader is copieﬂ at
the end of the run queue. It will be executed in an enriched
environment that captures also the received value. The orig-
inal replicated reader is never removed from the channel.
Concerning the owner of the resumed process, there are two
plausible policies:

1. resumed process should be owned by replicated reader’s
domain

2. resumed process should be owned by writer’s domain

The client-server scenario described with the justifies
our decision to choose the first option.

Ex)=c  H(c) = (F,7*y=p)

AOUT-R*

(e%

Q,H,E,x'z,R | Q,H,R:: (F& {y — E(z)},p)

E®)=c  H(c)=(F,7y=p)

ADOUT-Rx%

0.H,E,x$z,R || O.H,R: (F® {y — E(z)}.p)

None of the above reduction rules defines the meaning
of primitive processes (ccode ...). For each primitive
process we need a separate ad-hoc axiom that defines its
meaning.

Neither is any of reduction rules applicable if run queue
is empty. In this case no other reductions are possible and
abstract machine halts regardless of the contents of the heap
H.

8. Related work

PLT Scheme project [22] dealt with a similar problem we are
trying to address. However, they decided to enforce consumer-
based memory accounting. We support both schemes: the
producer-based memory accounting by our output action and
consumer-based memory accounting with our donor-output
action.

Various groups focus on functional programs, c.f. [21]. Pi-
calculus is a more complicated model of describing behavior
then lambda-calculus but it is also more expressive one.
We have decided not to trade this expressibility for other
properties which are not essential: the ability to determine the
worst case heap space usage at compile time. If it is sufficient
to recognize excess memory usage at runtime, we are not
forced to rely on a language with restricted expressive power.

It was already shown [16] how to achieve defensive cor-
rectness among concurrent processes interacting via syn-
chronous rendezvous. The proposed updates of the Pict

e

REPL-E|

O.H,E,x?*y=p.R | Q.H& {c— (F,?7*y=p) },R
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10 Turner [20] also shows how to avoid this copying. He introduces notion of
local environment and global environment.
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programming language enable us to achieve defensive cor-
rectness among concurrent processes interacting via asyn-
chronous message-passing over channels.

Channel contracts in Singularity [[17] addresses a different
set of problems then we are trying to address. Our primary
goal is to avoid DoS attacks. The original purpose of contracts
in Singularity is to ensure freedom from deadlock.

9. Conclusion and future work

We have partially validated usefulness of the proposed lan-
guage constructs by showing how assumed attacks can be
countered [7]]. Complete validation can be done only with
arich language with usual set of basic types, type construc-
tors, syntactic sugar and extralinguistic features. If they are
reconcilable with the proposed core language, then the rich
language can be used for creating a defensively correct oper-
ating system with a smallest trusted computing base.
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